
 

йуϡзϦ: 
 пЯК ϹϲϜм ЙϮϜϽв ϝлЛϮϜϼ ϹЦм ̪ϤϝвнЯЛгЮϜ евϓϠ ЈϝϷЮϜ онϧϳгЮϜм ϣуКнϧЮϜ ϢϸϝтϾ сТ ϝлϡϦϝЪ ев ϣЪϼϝЇв ϣЮϝЧгЮϜ иϻк ϽϡϧЛϦ
 егЏтъм ϣЮϝЧгЮϜ иϻк сТ ϰϽГϦ ϤϝвнЯЛв рϒ ъм ̪ϣЮϝЧгЮϜ иϻлЮ ϤϝЛϡϦ рϒ ϤϝвнЯЛгЮϜ евц ϿугϧЮϜ ϿЪϽв Эгϳϧт ъм ̪ЭЦцϜ

ϝлϧϳЊм ϣвнЯЛгЮϜ ϣЦϸ. 

 

 

 

 

 

 

 

 

 

 

 

 

                      

 

ϽЫуУжнЪ ЀмϽуУЮϜ ϣЋЦ  

 ϟϦϝЫЮϜ : ϿтϿЛЮϜϹϡК ϹлТ 
 

 



 

  

2  ϟϦϝЫЮϜ :ϿтϿЛЮϜϹϡК ϹлТ 

ϽЫуУжнЪ ЀмϽуУЮϜ ϣЋЦ 
   

 

Panda Security 

Libratory 

5.77

ActiveScanConficker

83

Brute Force Attack

Attackers

115,000

18,000

Payload

 

ConfickerKidoDownup

Downadup

Windows Server services

Executable Codes

Dynamical Linked Libraries - DLL



 

  

3  ϟϦϝЫЮϜ :ϿтϿЛЮϜϹϡК ϹлТ 

ϽЫуУжнЪ ЀмϽуУЮϜ ϣЋЦ 

2008Conficker.A

2009Conficker.E

Win32/Conficker.version 

(A,B,C,D or E) 

Microsoft, CA, ESET, Norman 

Win32.Worm.Downadup.A BitDefender

Net-Worm.Win32.Kido.js KasperSky

Torjon.Disken.B VirusBuster

WORM_DOWNAD Trend Micro 

2009

House of Common

E



 

  

4  ϟϦϝЫЮϜ :ϿтϿЛЮϜϹϡК ϹлТ 

ϽЫуУжнЪ ЀмϽуУЮϜ ϣЋЦ 

Installation

E

1.EXEWorm:Win32/Conficker.E

Exploit Code

2.DLLDropperWorm:Win32/Conficker.E

.EXE.DLL

3.DLLWorm:Win32/Conficker.E.dll

.EXE.DLL dropper

1

DLL

2

USPAutoRun

3Windows Server 

Service �± srvsvc

Microsoft Security Bulletin MS08-067


